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EDlroRlAL CoNTENTS
ln a recent Letter to the Editor in the Vol. 13, No. 1, March,2002
"Sydney Morning Herald", Ken Hancock
wrote' 

Association and Chapter Detai1s.................3

'in limited forays into the bush in hot
weather, I have seen two incipientfires (less
than a square metre) thai were cia1y Editorial' ..---...---4

stafted by inadveftan arsonisfs. The first
was in the Blue Mountains and was stafted
by the sun's rays through a taige Oiir Queensland News' """""5
bottle. Even though the temperature was
less than 3O0C ana the bottle was under - -
almost futt tree canopy cover, it wai;iii" MembershipApplication'.' ....----...--7

epicentre of a small but spreading fire.

The second incident was caused bv the fh" Use of Digital Photography for Fire

sun's rays focused by tr e concan"Loiio* ir lnvestigation

an aluminium soft-drink can. rnis ii-in-i chris Day" """"""8
hot, dry, still day.

Wth the millions of cans and bottte.s spread Teamwork?

through the bush how often d;rr: 
-#; Glenn Gibson' """'21

happen, if I have seen it twice? Boftles last

7"::i:,';,7",:::"izZf,:l: ff:?':'i:?'il';!; NSW News 23

are stafted this way.

It is disappointing that the fire authorities The New South wales Bushfires' ""24
give so liftle credence to fhr.s possrble cause
of fires, when some simple up"r:!lt?: Arsonists Don,t Light Every Fire.. ............24and probability calculations may lead to
future preventitive action".

More about this topic on pases 23 and 24 of 0:ii;::i,1.?::::l::: 
t::l::: 

..... ...25this issue. How often are bushfires really YE

deliberately lit? What evidence do we have?
! invite your views on this matter. Victorian News .....26
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WELCOME

Happy New Year and welcome to the first
edition of Firepointtor 2002.

The first quarter of the year is an important
time for the Chapter as there are many
housekeeping issues such as Membership
renewals, Activity PIan and Annual General
Meeting that need to be addressed. Please
take a few moments to review the updates
on these issues further on in the report.

Our Conference / major training seminar to
be held from the 8h to gh March in Brisbane
has kept the conference committee
extremely busy over the past few months.
The conference offers a challenging
program encompassing the theme
"Prevention is Better than Cure".

The registration fees to attend the
conference have been kept to a minimum
as a result of the additional conference
sponsorship support received from;

"Gold Sponso/'

PACIFIC ADJUSTERS PTY LTD

"Bronze Sponso/'

KENNEDY',S (FORENStG)

While the conference is privileged to be able
to feature distinguished guest speakers, it is
intended that the driving force of the
conference will be the discussions and
information exchanges between delegates
themselves.

We trust members will support this initiative
and look forward to seeing you at the
conference.

MEMBERSHIP RENEWALS

Membership renewal invoices for the period
1 January 2002to 31 December2002have
been issued and are now due for payment.

Reminder invoices will be issued to those
with outstanding fees as at the 28s.
February.

QUEENSLAND NEWS

2OO2 CHAPTER SPONSORS

On behalf of our members, I wish to
sincerely thank the following organisations
for sponsoring our Chapter throughout
2002.

Major Sponsor

DEACONS (Lawyers)

Suppofting Sponsors

FORENSTC SERVTCES AUSTRALTA (ALD) P/L

KENNEDY'S
(Loss Adjusters, Technical & Risk Consultants)

UPCOMING EVENTS

Date: 8-9 March 2002

Conference - 2 Days

Royal On the Park & QFRS
Training Academy, Lytton

..PREVENTION IS BETTER THAN CURE"

Day 1 Conference & Formal Dinner
RoyalOn The Park, Brisbane City

Day 2 Live Fire Demonstrations
QFRA Training Facility, Lytton

Overview

The project will focus on the theme that
prevention is better than cure the
emerging relevance of risk assessment
processes to lossescaused by fire.

Event:

Venue:

Date:

Time:

Event:

Venue:

27 March2002

12 - 2.O0pm

Members Lunch & AGM

Stamford Plaza, Brisbane
Raffles Rooms

At the time of going to print, unfortunately
the guest speaker and topic for this function
has not been confirmed. Full details will be
advised to members as soon as possible.
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QUEENSLAND NEWS

The Annual General Meeting will be
following the guest speaker presentation.

All Enquiries relating to upcoming events
should be directed to Julianne Foley either
by phone on 3822 4700 or email
adm in_officer@qafi . asn. au

2OO2 GHAPTER COMMITTEE
NOMINATIONS

Nomination forms for Office Bearers on the
2002 QAFI Executive Committee have been
forwarded to members.

Please consider taking an active role in your
Association. lt is your valued skills that will
ensure the future success of the
Association.

All nomination forms must be received by
Wednesday 13tn March 2002.

IAAI EDUCATIONAL FOUNDATION

"Train-The-Trainer" Grant

As a commitment to provide training
throughout the world, the lAAl Educational
Foundation has issued an $800 (USD) grant
to help offset the cost of attending the lAAl
Annual General Meeting and Seminar to be
held in Milwaukee, Wisconsin.

Our Chapter is entitled to receive one of the
grants to assist with the costs associated
with attending the 2002 lAAl AGM and
Seminar.

The QAFI Executive Committee following
review of all applications received will make
selection of the Chapter recipient no later
than the 29h March 2002. The grant may
be used for registration, airfare or other
seminar related expenses. The chapter
member who attends must submit with the
application form a letter stating they will
utilise the information learned at the
seminar. This would provide training for
their chapter members upon return home
from the 2002 Annual meeting in Wisconsin.
The QLD Chapter is now calling for
applications from members who would be
interested in attending.

Please contact Julianne on 3822 4700 to
receive full details on how you can apply for
this Grant.

2OO2 IAAI AGM & SEMINAR

The 2OO2 53'd tAAl Annual General Meeting
and Conference will be held from the 19th -
24th May 2OO2 at the Sheraton Four Point
Hotel, Milwaukee, Winconsin USA.

Registrations received prior to 1't April for
lAAl Members is $300 (USD).

Additional details can be found on the lAAl
web-site www.fi rearson.com

NSW BUSHFIRES . $TOMILLION

lnsured losses from the NSW bushfires in
the Christmas-New Year season are
expected to top $70 million. The lnsurance
Disaster Response Organisation (IDRO)
said claims will number well over 2,000.

Most claims are for relatively minor amounts

- damaged sheds, loss of fridge contents,
etc.

FIRE SAFETY IMPROVES IN QLD
HOMES

Almost 25,000 Queensland homes
improved their fire safety standards during
the past year, with almost 90 per cent of
Queensland homes now having some level
of fire safety.

The figure is highlighted in the Productivity
Commission's Report of Government
Services 2002, released beginning of
February.

The report showed there had been a
continued improvement with the number of
homes in Queensland that had smoke
alarms, a sprinkler system and/or a safety
switchicircuit breaker.

Another pleasing aspect of the report was
that Queensland continued to maintain its
low fire death status, which in 2000-2001
was half the national average.

####
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CHRIS DAY
LEADING FIREFIGHTER
MELBOURNE METROPOLITAN FIRE BRIGADE

SUMMARY

This report discusses
the use of digital
images for Fire
lnvestigation Reports.

!t looks at the use and
acceptance of digital
images in Victoria's
Court system. The
report considers the
help that digital images
would afford Fire
lnvestigators and also
highlights some
possible problems that
may need to be
addressed, prior to the
introduction of digital
imaging.

The operating costs
and purchase prices of
several systems are
noted. The complete
report and the
recommendations
made are intended to
promote further
discussion among Fire
lnvestigators and other
interested parties, and
also to assist the
Melbourne Metropolitan
Fire Brigade, in making
a considered judgment
about the advances in
digital imaging
technologies and the

related systems of
storage and handling.

WHAT ARE THE
DIFFERENCES
BETWEEN
TRADITIONAL
PHOTOGRAPHY
AND DIGITAL
PHOTOGRAPHY

Trad itional photography
requires film and
chemicals to create
images. The camera
takes the picture and
the image is transferred
to the negative.

Prints are then made
from the negatives.
Traditional photography
has been subject to
claims of alteration
many times over the
years. The magazine
POPULAR SCIENCE
had a cover showing an
" F-15" flying over the
Kremlin, this was a
traditional type
photograph that had
been tampered with.

Nevertheless, there has
always been an original
negative, that can be
examined to determine
if a photograph has

been altered, balanced,
cropped, sharpened,
etc.

Digital cameras use
electronic imagery.
Visual images are
captured and stored
electronically.

Electronic information
comprises the visual
digital images. No film

Kodak DC 5000

or paper is used in
capturing digital
images. Those digital
images are reproduced
instantly and do not
degrade at all over
time. Although they
may ultimately be
displayed in printed
form, the use of
monitors or display
screens may mean that
there is no need for an
analog [hard copy] of
the image.
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Co-workers, who say, "!
know all about
computers" can be a
serious threat to digital
images. One or two
errant commands could
be enough to destroy
precious image data.

INTRODUCING
DIGITAL
CAMERAS INTO
ZONES

Some of the benefits
that I can see for the
zones are:
. That the cameras

could be made
available for
everyday use within
the zone

o The downloading of
the images would
allow for rapid
availability and
distribution of photos
via e-mail or within
the computer
network.

. Deletes the ongoing
costs of developing
associated with
conventional photos

. This format allows
photos to be
enhanced cost
effectively without
compromising the
integrity or reliability
of the image.

o Simplicity of camera
use.

o Able to review and
dump unwanted or
poor quality images
at the scene.

. Ability to ensure that
photographic
evidence collected at
the scene is
adequate, as the
images can be
reviewed
immediately without
the delays
associated with film
based photography.

Having sought opinion
from the Zone
Commanders, it
appears that all zones
currently have Digital
cameras for one use or
another, though none
have a dedicated Fire
lnvestigation camera. A
suitable proposal from
the Fire lnvestigation
unit for inclusion in the
various zones budgets,
may receive favourable
consideration from the
zones, as there was no
resistance to the idea of
a Fire lnvestigation
camera.

It would be possible to
transfer the images to
F.l.A, via either the
internal mail or the
zone cat after the
lnvestigator has
transferred the images
to Serial Numbered
Compact Disc.
Alternatively the images
could be stored on
computer for F.l.A
access via the network
and then transferred to
writable CDs [CD R].

* Fire lnvestigation
department's costs for
developing per annum
are approximately
$ 1700.

ln comparison, CDRs
currently cost around a
dollar and can store
between 80-150
images, depending on
the resolution.

TRAINING

The training of all the
personel, who may
potentially end up in
court to verify the
authenticity of an
image, should be
covered in the
proposed new
Standard Operatinq
Procedures [S.O.Psl

Those who would use
digital imaging to record
objects or events that
will later end up in court
would be wise to
consider these issues
carefully. When the
defence claims an
image was altered, it
will be the prosecution
that has to prove it is
not so.

Adequate
documentation is a
good place to start, but
specific knowledge
about digital images,
how they are created,
and how they can be
changed, must be
learned through training
and practice.

10



'@oTd
ffi lueJrnc aLll iv\ollol ol
e^eq plno/v\ puB sunoc
eql ur se6uel;eqc ol
lcefqns lllls sl asrnoc lo
6ur6eurr lel!6!O 'reloc
,teql seoJe re;ncryed
eql se reJ sE prepuels
eql auoceq e^eq
pue'Unoc ur se6ue;geqc
[ueur pecel fpeerle
e^eq sosn qcns

lueudtnbe JEpPU o

* uelsIs
Aeruns lelol .

lueudrnbe
6u11se1qleerg .

'oJe eseL{l }o
selduexe euos 'synoc
s,erJolcrn ur pacnpord
ecuepr^etel!6tp
lo sruJoJ peldecce

;;er* {pee:le eJe aJeql

'e;drcuud ecueprne
tsaq eql se pe6ernocue
pue peldecce sr

leruroJ leilElp aql Jo esn
aql leLll surees l! unoc
sele:1sr6ey1 ournoqleU[
a$ JoJ roleurprooc
{6o1 ou qcaluor}B r,uJ oJu t

or,ll ol Ourleeds JoUV

'AOqouqcal /v\eu
enercred se1el1sr6ey1;

lPnpr^rpur eql
ruroq ,tq pelceJJE osle sl
osJnoc Jo slql 'aleeJc

ol lees se1er1sg6ey1

lsor.u Ourqleuos
lou sl /v\el esec iv\eN
'[;;nlerec poreprsuoc
oq luepecerd ;ecuogsrq
u.roJl uorlernep [ue 1eq1
spueuep uoryperl ;e6e1

II

pue acuerpedxe sl! Jo]
ulloul lou sr ecrysnf 1o
uelsr(s uelleJlsnv oLlI

'{anlpege
elor leql {e1d
ol /v\oLl pue olor Jeq
Jo s!r..| puelsropun reBeq
ol sseulm pedxe ue
dleq uec rteld [empeorg
e pue apeq ge6el

e ueeMloq serlrJBlil,urs
eql 6urzru6oce.r

lnq 'auos ol elrJ] uiees
lq6lu uorydpcsep slql

'solnJ aql
ol 6urp.rocce Ued JeLl

Jo srq sleld auofuene
sernsuo elerlsr6eyl
e puB 'rnoqs eql
eonpord sJolsuJeg eLll
'eredo deos uJepou
e ur lold lselBl eql
pelqueser Ipuenber;
leql uorlcnpo.rd
e6els e ul sJolce sB
sJesncce s,luepuelep
B lsec o1 peuOrsep eJeM

leql suoorynoc qsr16u3
fun1uec qlueoleuru
lpee reUB pelepour
Se/'A LUOOJUnOC

uBrlBrlsnv eql

'{eleteqrlep puB

Ap'rrols spoqleu /v\eu
o1 slsnfpe ecuepnrdsr:nf
uerleJlsnv leql ure6e
pue eurl pelEJlsuourop
seq fuo1sr11

'peuruuelap eq
ol leA sr ,tbolouqcel slql
o1 slsnlpe uelsfis p6e;
,uerleJlsnv eql /v\oH
'ueql ur punol acuopr^o
eql puB 'seuocs auuc
6urprocer Jol poqleur
pere;erd olll se

url;1 ecegder g;un 6ur6eur
lel!6lp 'eurq reno 'leql
Iqnop eHll sr oraql

runoc Nr
sotoHd ]vfl9ro

1uec4u61su1
JO llBr,us /v\oq

Jelleu ou 'llnel pull
ol pled are oLl/n eldoed
lo dnor6 e lsureOe
IasJaq ro uJrq ol uol sr

sseuil/n eql'seJnpeco.rd
ro sercrgod paqsrlqelso
ou eJE eJoLll
eJaql Jo 'pe/nolloJ

lou oJe ,(eql ueqM
'unoc ur esn sl! puelep
lsnur otuv\ esoql lo
Auourgsal aql acroJuler
ol eNos oslB uec
sernpecoJd pue sa;c;1od
eql 'po/nollo} ueqM

'lool
e se 6ur6eu; ley6rp ;o
esn eLll pulqeq spuEls
ape6;.rg arlJ eql leql
lasunoc ecuoloo oql ol
sleJlsuor,uep osle r(eql
'pergdde oq ll!/v\ 6u16eu;
lel!6lp ueq/v\ pue /v\oLl

qstlqelse sernpecold
puEsercrlod

'eJeulBc

e ]o aseqc:nd oql
qluv\ e^rsnlcur sesJnoc
crseq Jago sJelreloJ
eJerueo re6rel eql
JO lsor.u r{;enqeural;y

'e6e11o3 6u1urer1
eql le I;;eurelur unr eq
plnoc esrnoc Oururerl e
leql luapguoc erervr [eq1
'lueuryedeg uorsrn
eJll Jno ur leuuosJad
r{}!iv\ 6urleeds ueqM



Total Survey system is
used by the Accident
lnvestigation Team to
map out the entire
scene, including
measurements, which
can be reviewed in
detail at a remote
location.

How the courts will
ultimately address the
issues raised here
remains to be seen.

In the end, when an
image is introduced in
court, the first question
that will need to be
answered remains ".!S

this imaqe a fair and
accu rate rep resentation
of the scene or obiect
as it was found?"

Questions about the
Chain of Custody or the
validity of specific
computer enhancement
techniques will
ultimately be answered
in accordance with the
recognized scientific
principles of the day.
However we can
ensure that our training
and procedures are in
place, and are
adequate to withstand
the scrutiny of the
courts.

Case History

One of the first cases
tried in the United
States involving the use
of DNA evidence to
connect the suspect to
the scene of the crime

was the murder of a
woman and her two-
year-old daughter in the
Bronx, New York, on
February 5, 1987 (Levy
1996). A suspect was
developed shortly after
the murders and was
interviewed by the lead
detective on the case.
During the interview,
the detective noticed a
stain on the suspect's
watchband. The watch
was taken as evidence
and later analysed by
Lifecodes Laboratory in
Westchester, New
York, which concluded
that the stain was blood
and matched that of the
adult victim with a one
in 100 million
probability among the
Hispanic community.
Armed with this
information and the
testimony of several
witnesses, Deputy
District Attorney Risa
Sugarman felt she had
an open-and-shut case.
The public defender
assigned to the case
enlisted the help of
attorneys Peter Neufeld
and Barry Scheck, who
were beginning to build
a reputation for their
knowledge of DNA and
forensic evidence. With
the assistance of Dr.
Eric Lander, an MIT
scientist, they set out to
prove that Lifecodes'
procedures were faulty
and, as a result, that
their conclusions were
overstated.

Dr. Lander examined
Lifecodes' DNA test
films and discovered
two unexplained
differences between the
DNA found on the
suspect's watchband
and the DNA of the
adult victim.
Dr. Lander questioned
Lifecodes' laboratory
procedures and found
there were inadequate
controls in place to
guarantee that tests
would not be influenced
by bacterial
contamination. ln the
end, Lifecodes admitted
their controls were
insufficient to ensure
the reliability of the
laboratory's test results.

ln a deal designed to
minimise the damage to
Lifecodes' reputation,
they agreed to change
their conclusion from
one of almost certainty
to
"The DNA results were
inconclusive."
The defendant in this
case later agreed to a
plea bargain in which
he admitted to both
murders, but at a
greatly reduced
sentence.

lnterestingly, the
validity of DNA as a
means for identifying a
suspect in a crime was
not drawn into question;
only the procedures
used by Lifecodes to
form a conclusion were
attacked.

t2



''slurod 9!-peseeJcur
sseulLlouq 'slurod zL

-peseeJcut lseJluoc 6e
'ocllceJd

poo6 osle sr pe^rllcE
ere^ seoueqc asaql
A Ot.l ou[ueuncoc +

+ipelrpe ueeq
SBLI euacs oLll lPttl .

'eurl eql
le lcelqo/ausJs eLll

JO UorleluesaJdeJ
)le! e sr aoeufl aqI .

'lce[qo/auecs
eLll sostuooceJ
sseulr/v\ or{l .

'ouocs
e$ ql!/v\ JellrueJ sr

eLls/eq l or.l sureldxe
SSeUllA eql .

'lce[qo/euacs
eql Lll!/vl rellrureJ
Sl Ssouil/n eq] o

:leL|l IJ]se]
ol 6urllr/v\ pue elqBlrB^e
sr sseulrM e se 6uol os
'sa6eur 6u4e;ndrueu.r
,{11euorluelur Aq pasteJ
surolqoJd fuerlueplne
/v\al oJe eJaul

'elues oI lcel Jo
roul eql JoJ uotlsonb e
I;lensn sr lr 'po6uelleqc
sl qderooloqd
e Jo fi;c4ueqpe
oql JI 'c[ueq]ne

Alenrldunsetd
ro 6u11ecr1ueqpe

Ies sr qderOoloqd
e elnJ lll/'/\ Spnoc euos

'ecuJns llr^
'sseulr/v\ ]eql ol JerllruBJ
euecs e sr{erpOd
[lalerncce qder6oloqd
e leLll ,{JIlsel
ol pegrlenb ssoul!/vl
{ue lreqdelOoloqd
eLll r,l.rorJ eq lou paeu
{uourrlsel eq} 'sesec

TI

ISOUI Ul 'lCA.rJoC pue
@
ffi ffi eq lsnu ocuopr^e

rcffi Effiqi 'saryed
eql Jo uo11e;nd11s

Aq pepurpe sr
qderEoloqd eql ssalun

'uolleclluaLllne

sr slueurerrnber osaql
;o luepodur lsou aq1

saEeur aqllo rlunces
eq1 pen6eJes ol pesn
sernpecold eql uodn
e6urq lln^ lueurnEre
elll lo sseccns aql
'sesec [ueur ul 'e6eur
eL{} Jo l(1u6e}ur eql
lnoqe uorlsenb e asreJ

lll/\A ,{europe ocueJep
eql leql elqeil^our
sr il 'auocs euuc e
ol luepuelap oql 6ur>1ur;

'esec s,uotlncasoJd
Jo Ued 1er6a1ur
sr e6eurr eLll ]l

'esr/v\Jeqlo

enord ol elpls eq1 uodn
slle] loord lo ueprnq
aLll 'paJelle ueeq
e^eq plnoc Jo 'peJelle
ueeq seq e6eur
ue se6e11e luepueJep
e Jl 'osec leurrurJc
e ur ecueprne sB eEeurr

lPilDlp e ecnpoJlur
ol 6urA4 ;euorsselord
crsuoroJ eql
{q pece; senssr ilncuJlp
lsor.u elll Jo euo oq
uec fpolsnc Jo ulBrlC

'esBc eql u! enssr
6ur;;orluoc B Jo srseq
eql q pue iffi sl! roJ
perallo sr qderboloqd

aql l! polo^ur eq
{eur elnr ecueprna lsoq
eql Jo 'pernber aq llUA
(urtU pedolenepun eql
Jo ,tpolsnc 6utpnpur)
lpolsnc lo ureqc
e sesec oJBJ ut 'e6pnf

leul eql Jo uorleJcsrp
oLll le ecuepr^e
olu! peulupB eq ll!/n
qderEoloqd e '1ereue6
ul 'uorlBcrluaLllne puB
ecuB^elal elB ecuopt^e
otu! qderDoloqd
e ilupB o1 sguetuarrnbe.r
e;drcuud aql

sCNtqn3 SV
SHdVUCOTOHd

'suo4nceso.rd

ernlnl ur lool lnpemod
slrll Jo firl1qe1decce
eql Eur6euep slsrr
'lueuerrnbal crseq srLll
6ulrou6; 'ecuaprle Jo
salnr alqBcrgdde eql pue
spJepuels peldacce
ol uuoluoc lsnur
'qcns se 'pue acuetcs
e s! 6ur6eur lel!6l6l

'ii!fr-iE!@
se6eur eql Jo Ilunces
puB 6u;lpueq eLll
'uorlsenb olul u/neJp oq
IoTiretr 6ur6eulr leilOlp
lo ,Uplten a$ lqlqM
'6ur6eur leilElp lo
suuel ur sosec eselll uo
Ourpeger qpo/v\ llom srll

'sernpecord
6ur;pueq ecuepha
elenbepeur .ro {ddo1s
ol enp lsol ueeq oABr{

IeLll sesec leuruJrJc lo
speJpunLl pelueuncop
seLluelsAs
ecrlsnf uBcuerrJv eql

eql
ue



Keeping an original
unalterable record is
also recommended.

STANDARD
OPERATING
PROCEDURES

Digital imaging tools,
such as digital
cameras, and image
handling software, can
be important assets to
the Fire scene
investigator. But as with
any other tool, there
must be Standard
Ooeratinq Procedures
"S.O.Ps" in place to
ensure that courts of
law will accept the
evidence gathered and
presented.
Developing Standard
Operating Procedures
(S.O.Ps), or General
Orders on the use of
digital imaging.

These should include

When digital imaging is
to be used.

lmage enhancement

Training.

Release and availability
of digital images.

The S.O.Ps should not
apply just to digital, but
should also include
film-based and video
applications as well.

Any action that has the
potential to alter,
damage, or destroy any

aspect of original
evidence must be
performed by qualified
persons in a
forensically sound
manner.

Evidence has value
only if it can be shown
to be accurate, reliable,
and controlled.

Standard operating
procedures,
governing the use of
digital imaging
technology, need to
incorporate at least
these key elements.

S.O.Ps

1. lmaqes must be
recorded in an
unalterable.
archival form
soon after the
records are
created.

A digital imaging
technology that
supports this
requirement is now
available writable C.Ds
often called CD-Rs.

CD-Rs are CD-ROM
discs that are formatted
to allow images, text
and video clips to be
written to the discs
using CD writers and
read using standard
CD-ROM computer
drives.

CD-Rs are ideal for
storing images or
information about

evidence because they
are a non-erasable
media. Data can be
appended to CD-Rs as
long as sufficient space
remains. However, it is
not possible to remove
or write over images
that are already on the
discs. CD-R images are
created by permanently
altering the disc's dye
layer with a laser light
beam. CD writers
cannot undo previous
laser marks on CD-Rs

Iunlike rewritable CDs
or CD-RWsl
Some CDs have
engraved serial
numbers as well, which
eliminates the
possibility that altered
discs might be
substituted for originals.
CD-Rs are being used
today in law
enforcement to archive
images and to display
them in court.

2. The imaqes should
include information
reqardinq their
creation.
This requirement is also
supported by today's
digital
technology.

imaging
For

example, some digital
cameras generate a
uniquely written data
file each time an image
is captured. The file
records information
such as the camera's
make, model and serial
number, camera
settings, and the date
and time the image was
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have been managed.
Uniquely identifiable,
unalterable media can
make this much easier.
Digital imaging
technology has brought
new tools to scene
investigation. Today,
digital images appear in
courts with increasing
frequency, and the
uncertainty about how
they may be used is
dwindling. In fact, in
some ways digital
images may prove
more secure than
conventional images.
For example, using
today's technology it is
relatively easy to alter
an image scanned from
a roll of film, create a
new roll that includes
the phony image, and
then replace the
original with the altered
roll. However, if you
use writable CDs which
come with embedded
serial numbers, and if
you record an index of
disc contents along with
their serial numbers as
part of your standard
operating procedures, it
would be virtually
impossible to replace
originals with altered
discs.
The key is to select
technology carefully
and to put standard
operating procedures
into place that are
derived from an
understanding of
operational
requirements and the
technology.

AUTHENTICATION
SOFTWARE
IWATERMARKINGI

Watermarking takes its
name from the world of
paper and ink.
Currency has a
watermark to prevent
counterfeiting. Fine
writing papers use
watermarks to identify
the manufacturer and
build brand loyalty. A
watermark is
synonymous with
quality and integrity.
Digital watermarks are
generally used for one
of three purposes-
data monitoring,
copyright protection,
and data
authentication. Digital
watermarking can be
either visible or invisible
to the viewer.

A visible watermark is
primarily designed to
display a copyright
notice, telling the
viewer who owns the
image rights. An
invisible watermark can
also be used to assert a
copyright, but it is
designed to catch those
persons who would try
to infringe on the
copyright by using the
image without
permission of the
owner.

Watermarks can also
be used to authenticate
the integrity of an
image. When used for
this purpose, a software

program is used to
calculate a unique
number using the
image data. To
establish specific
ownership of the image,
an encryption key
assigned to the owner
of the image can be
used to encrypt the
unique number
generated from the
image. The encrypted
number is then
inserted, by various
methods, into the
image itself. If
ownership is not
important, then only the
unencrypted value is
used.

Though the actual
techniques used are
complex and vary from
one manufacturer to
another, the process of
inserting this value into
the lmage alters the
image data.

Software tools such as
StirmarkrM (Version
3.1) or unZignrM
(Version 1) are
specifically designed to
scan images for
watermarks and
remove them.
Watermarking and
encryption may seem
like good answers for
those who would
question the integrity of
an image.
When these processes
change the original
image data, however,
answers to questions
such as:

16



LI

JOJ fueSSACeU SUOTICUnJ

JO Sr,UJel Lr peurupxe
eJe/v\ seJeulBc aql

's3cvl ll
'rvllero cNruors

JO SOOHrSt\t
? sutSISAS

vufruvc Sutos

'JoJnf e5eJeAe eqJ
esnpoc pue punoluoc
fi1uo 111m pq1 suorpenb
p peuiw elqrssod e o7

Joop eq uedo ssacotd
uoqecqueqlne elll
p yed se elep abewl
sJeJle leq sseco.rd
Jellwls ro \JeuteJelA
e uo ,!u 1e4 sue,szfS
'elep ebeq pw61to
Jeile ol 6u1aeq lnoql!/
fipbery edeu eJnsue
pue ipolsnc p uleLlc
eql \cerl ol elqe eq
pnoqs ura;sr(s 6urypuet1
-ebeutl eNJcelJe uV

'pastel aq
senssr aql plnoqs 'pnoc
ur ecuolap e^rlEuuuJe
ue 6urp;rnq prervrol Aem
6uo; e o6 ;1rn suorlsenb
esoql ol sre/v\suv
eeues eLll 'euo sr

eJeql I 'elBJ roJre eql sl
4se6eut

lueJaJJlp uo unJ oJe
slsel lo seues euJes eql
ueq^ sueddeq leqM
a^qM areJlp silnser
or{} op ueuo /v\or{ '}ou

1 l,e6eut ,ueolc,, e [uoJ]
peurelqo osor.{} sP eruBs
eq1 6u1eq ilnsar e$ ql!/vl
'pecuBque ueql puP
'uorlsenb ur uelsfis eq1
{q pessacord'pernldec
{luelstsuoc eq e6euur

oues eql uec 'spJol^
Jeqlo ul 'uorleJellp

eql Jo llnsal e se
elEJ roJre alqBJnseeur
e s! eraLll JeqloLl/v\
eur[uJa]ap o] unJ eq
plnoqs slsel ]o reqrunu
luercrgns y'sessecold

luaurocuBLlue
uo o^eq lL.;6!Lu
uorleJollP raLllo r(ue
ro Eur>lreuJeler slcaJJe

1er1ue1od {ue aurruelep
oI euop eq plnoqs
6ugse1 'unururt! B lV

'slsel
unJ ol pesr^pe lle^ eq
plno/v\ 'eceds e6e:o1s
enes ol Jo sesodrnd
uorlecrluaqlne Jol
Joqteq/v\'e6eur ;eut6lro
eql reile lllrn leql
ureysfis fiue 1o asn eq]
6uqeldueluoc sercue6y

'pe1d&cua

JO pelJetuJale/n

lou sem L.lc!q/v\ 'Adoc
puoces olll Jo 6ur1cer1
puB uortecrluoqlne
oLll u! sery;rqrssodurr

lou l! serllncurp eleaJc
plno/n il'slueue:rnbe.t
eceds e6erols etqnop
slr.ll plnorn rluo loN

'[doc
puocos e ureluretlJ ol
6uro6 sr 6ur>perurelean
Jo uorldftcue 6ursn
uelsAs fiue 1eq1{a1r;un
sr 11 auJoJl eruoc
l! plp ereqM 'peurnsse
se/n uorlsenb ur eOeuur

eql Jo uorsJe^ ueelc e Jo
&lllqellene aql oueuacs
slr.ll ul apalelnclec
oq slql uec aeler Jore
otll s! leqM aeoeul
Aue roJ enrl plor.l

Il seop Jo e6euut sltll
o1 enbrun llnsol slql sl

:oq plno/v\

suorlsenb ;ecr6o; Xeu
aql'ocuenuur ou ro olull
sr eroql leql paulualap
oq l! ptnoqs

'ssecord

lueuacuequa oql
JO sllnseJ eLll pecuenuur
ssacord 6ur>lreuuelem
ro uo;1dfucue
eql Jeqleluu\ euruuolep
ol opBr,u eq uoql
plnoc uospedtuoc V

'e6eur eures eql
lo uotsJe^ ,,ueelc,, e uo
ssecord luouecueque
eql leeder
o1 fiesseceu aq plno/n

u 'lel.,|l op ol 'paurelqo
silnser eql lceJJE lou plp
ssacord uogdfucue Jo

6ur4reurelervr eLll lPql
Ar\oqs ol e^eq plno^
urelc e qcns lsure6e
ecuelep a^rleuxuJB
uy 'lcadsns eJB e6eu;
,,peleurueluoc,, e uodn
peseq suorsnlcuoo
Aue 'ssecord uorldAcue
Jo Eur>lreurelerur
eql r(q paleurureluoc
se/n a6eur oql
osnBceq lnq 'pllP^ s!
sseco.rd lueuecuEque
aql lBr.ll epBu eq plnoc
urBlc v 'uorlBuil.lrBxe

o1 pelqns eq ol 6uro6
s! e6eur leL,ll peqcnol
leLll aJe/v\uos Jo eca;d
rtene 'lseel fuen eql 1e
'puE peJellE se/v\ e6eu1
oql ')ou ro elqlsn
'lqnop q}!/v\ pepnolc
ouoceq ,,4pern1dec
fi1eu;6;.ro sE/h l! uoqn
sE uolllpuoc oues
aql u! e6eul slrll sl,.



current operations, and
additional features,
which may be required
in the future.
Current features
required
o 2,000 000 pixels

minimum
o Affordable Price
. Ease of operation
o Dust and waterproof
o Available service

and parts
o Confidence in the

guarantee

Features possiblv
required in the future
o Able to write directly

to Mini Disc
o Compatible with, or

supplied with
Authentication
software

Note there are three
types of storage
systems available that
would fill our
requirements, these
are:

o Watermarking
[Authentication
softwarel

o Direct to Mini Disc in
the camera

. Downloaded and
written [burnt] to
Serial numbered
writable CDs

EPSON

EPSON has introduced
lmage Authentication
Software that operates
within the camera.
lmages can be

authenticated via a
small software program
on a PC. AII images
with an EPSON camera
with IAS installed will
automatically be
embedded with digital
authorisation.
The computer connects
by a serial port to an
EPSON digital camera.
lnitially, the software is
Ioaded once in the
camera with an
encrypted key added to
each digital image.
Operation of the system
is invisible to the
camera operator and is
automatic. The
computer compares the
image loaded from the
camera, to see if it has
been altered. EPSON
contends changing one
single pixel will cause
the image to fail
authentication. This
system works with
Epsom's Photo 8502,
PC 800,7502and700.
The original estimate by
Epson indicated it
would take 330 years to
forge an image
embedded with an IAS
fingerprint. Newer
EPSON web material
however omits a time
estimate to forqe an
imaqe protected bv the
svstem.

This authentication
system presents the
latest technological
advancement to
address
tampering.

digital

Ihis sysfem is currently
not available in
Australia.

KODAK

Kodak offers a digital
point and shoot camera
system that relies on
standard operatinq
procedures (SOPS),
unalterable media
storage and a
separately managed,
index to address image
integrity. Writable CDs
should be used to store
digital images. Those
discs are to be
non-erasable. Writable
CDs are created by
permanently altering
the discs with a laser
light beam. CD writers
cannot delete laser
marks.
CDs should have serial
numbers to avoid
claims of substituted
discs. Kodak writable
CDs have embedded
serial numbers
readable by machines
and operators.
Strict custody over the
image records is
necessary. That would
include a separately
managed index. An
audit trail of the
captured images is also
important. However,
Kodak's system does
not place a "fingerprint"
on each photograph as
EPSON does.
Use of this system
would involve the use
of a lockable, dedicated

l8
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new negative produced.
Hence, an integral part
of the recommendation
is the security of the
Digital Evidence. !t is
fundamental that the
CD-Rs are adequately
stored and secured,

Our S.O.Ps
need to clearlv
address these
issues.

EQUIPMENT
RECOMMENDATIONS

Camera
As for the particular
equipment
recommended, at the
time of writing this
report the Kodak DC
5000 seems to be the
standout for our
requirements,
For these reasons;
o 2,000 000 pixels
o Price $ ggt
o Large controls, for

ease of use when
wearing gloves

o Dust and waterproof
[can be washed]

o Highly
recommended by
many retailers

o Authentication
software is available
fully fitted by Kodak
.if required.

Storaqe Svstem
Our current software
used for downloading
and then managing the
images is, at this time
sufficient for our needs.
The use of serial
numbered Writable

Compact Discs for the
storage of an origina!
image is highly
recommended. With the
image being
downloaded and written
to a writable C.D as
soon as possible, the
image is then able to be
left on a computer as
well for the Fire
lnvestigator to use,
without fear of loss or
unintentional alteration
occurring.

Note- that at the time
of purchase, a close
look at all the available
models would be
prudent, as the
technology and pricing
are constantly
changing.
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Forensic science
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require police
departments to allocate
funds to investigate
'major crimes'.

The bottom line,
however, is that if there
are not aggressive
investigations of 'arson
crimes' it begins to
flourish. Arson is not
always about 'bricks and
morta/... it can,
unfortunately, result in
loss of life.

'Arson for Profit
Schemes' bring with
them common
characteristics:

1. They are devious,
well-planned events.

2. The response time of
fire brigades in
municipalities is
under 5 minutes.
The arsonist does
not want early
discovery of the fire.

The goal of the
arsonist is total,
complete destruction
of the premises to
maximize recovery of
insurance proceeds.
To accomplish this
goal, the arsonist
"accelerates" the fire.
This can be
accomplished by
multiple points of
origin or choosing a
fast acting ignitable

liquid. This act puts
many people in
danger (neighbours,
passer-by's, fire
discoverer, first
police officers on
scene, first fire crew
on scene.)

3. The fire will usually
be set between
midnight and 4 a.m.
The event will take
place usually on a
Saturday or Sunday.
This is to limit the
odds of early
detection of the fire.

4. The arsonist will
quite often delay the
ignition of the fire by
using a timing device
(i.e. candles, timer,
toaster etc.)

5. The accelerated fire,
given today's
combustibles, puts
the fire discoverer
and fire Grew 'in' at
risk to a 'flashover
phenomenon'.

Given that these
'schemes' are well
planned, this makes it
more difficult for the
investigator to amass
enough evidence that
can lead to a criminal
court conviction.
This means everyone
involved in the field of
fire investigations must
raise the bar on their
professional training.

'Arson' is not a
victimless crime! lt is
not just 'bricks and
mortar' being damaged!
It is a crime that must be
treated seriously.

Glenn Gibson
CIP, CLA, CFIAA, CFE,
cFEt, ccFt

(Glenn Gibson was the
lead speaker at the
NS14/ Association
Conference in August,
2001).

FINDINGS OF AN
ARSON STUDY

A study in the U.S. by
Ritchie and Huff of 283
arsonists showed that:

. 9Oo/o had a
recorded mental
disorder

. 64%o were
intoxicated at the
scene of their
crime

. 71%o used an
accelerant

. 52Yo had felonies
o 35Yo had made a

suicide attempt
before the time of
the fire

. the motive in 37%
of cases was
revenge.
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The NSW
Bushfires

On 31 December,
2001, the following
message, forwarded to
all lAAl Chapters, was
received:

Australian Brush Fires

As many of you know
from media repofts, our
fiends in New Soufh
Wales have been
experiencing
tremendous wild fires
which have inflicted
tenible damages. The
NSt4/ Fire Bigade
asstsfed by units from
Victoia are
courageously fighting
fhose fres. Some of the
fires were intentionally
sef.

(Editor's Note: The
assistance from other
states, including
Queensland, and from
the Rural Fire Brigades
and other agencies,
was also greatly
appreciated).

We have active
chapters in New South
Wales and Victoia. Our
lAAl Liaison to
Australia is Ross
Brogan who ,s a
member of the NSt4/
Fire Brigade. We
encourage all of our
chapters fo assisf New
South Wales in an
appropriate manner.

It should
remembered
Australia asslsfed our
country duing the wild
fires in the westem
United Sfafes earlier
this year. They were
also one of the first of
the chapters fo express
their condolences and
financial support to the
tenoist victims.

Please add prayerc and
send any support you
deem wananted. The
lAAl sends ,fs besf
uvishes and pledge of
support.

Best regards
Michael A. Schlatman
lAAl Chapters
Committee Chairman

Ross Brogan received
the following message
severa! days later:

We have been
watching news reports
of the fires you are
fighting. On behalf of
our Chaptefs directors
and our membership
we offer our prayers
and support that you
will be successfu/ in
stopping these fires
without injury or /oss of
life to any of your
teams. lf we can offer
anything to you or your
members please don't
hesitiate to ask.

Dan Little
President
lAAl Ontario Chapter
Canada

Arsonists Don't
Light Every Fire

(from the "Sydney
Moming Herald").

Much has been made
of arsonists in the
bushfire emergency,
but there are many
ways other than
lightning strikes that
can lead to flame
erupting.

Rural Fire Chief Phil
Koperberg has been
careful to make the
distinction between
accidental , human-
caused fires, and those
lit deliberately.

CSlRO bushfire
researcher Phil Cheney
says there have been a
lot of roadside fires,
which may be arson or
may have been
sparked by less
obvious sources such
as "small clumps of
carbon blown out of
dirty mufflers'.

Also, the catalytic
converter on a vehicle
can get so hot it will
ignite grass
underneath. Any metal
striking rock will cause
sparks.

If a fire is hot enough
and winds are strong, a
burning firebrand can
travel up to 20 km to
start a new blaze. That
was how the fire "leapt"
Warragamba dam.

be
that
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way show intent, but can
assist the investigation.

Recently there have
been concerns raised in
various publications
regarding possible
adverse aspects of ADC
use. These have
centred around negative
health effects for the
canine and
contamination issues
related to running the
ADC through the fire
scene. To date there
have been no reported
health effects from
canines working fire
scene. The joint project
with UTS assessed
Ellie's health over a nine
month period and found
no ill effects to her lungs
or blood. The handler
always has the final say
as to whether the scene
is suitable for the ADC,
and when the canine no
longer finds fire scenes
enjoyable, they simply
don't work and are
retired as pets.

The issue of
contamination by ADC's
at a fire scene can also
be levelled at any
person within the scene.
lf anything, the canine
reduces the risk of
contamination by quickly
indicating if and where
an odour is present,
allowing a sample to be
taken before anyone
further disturbs the

scene and also by
locating discarded
containers that could
otherwise be completely
overlooked by
investigators. As long as
appropriate cleaning
methods are undertaken
between scenes as one
does with all equipment,
this is not an issue.

Should you ever need
the assistance of the
ADC, or require further
information please call:

ValAnsett
Canine Handler/Trainer
Fire lnvestigation and
Research Unit, NSWFB
Phone: 97427107
Fax: 9742 7385
e-mail:
va l. ansett@ nswfire. nsw.
qov.au

PRESENTAT!ON

On the sth December,
the Chapter presented a
session at the MFESB
Training College in

for the use of their
facilities and to the two
presenters.

MEMBERSHIP

Although the December /
January period is usually
quiet, the committee has
approved a further 13
new members to the
Chapter being Darren
Hay, Keith Robertson,
Peter O'Keefe, John
Marshall, Michelle
McKay, Chris Day, Tony
Milcakowsky, Warren
Goodrich, Robert Barry,
Geoff Razenhoffer, ,

Mark Glover, Peter Ray
and Geoff Gray.
Welcome to all. lt is

that allimportant
members
they have
2001t2002

ensure that
paid the
fees as a

McCumisky and Russell
Lee on 'ELECTRICAL
INVESTIGATION". ThiS
was well attended and
provided an insight into
the electrical world.
Thanks to the MFESB

review of membership
will be undertaken in

March. lf you're not sure
contact Bob
Hetherington

TRAINING SESSIONS

The Chapter Committee
is working towards
several sessions staring
in March and a major
seminar in August. All
members will be notified
as sessions are
organized. lf any
member has an interest
or any requests and /or
can assist in running a
session please contact
one of the committee.

Abbottsford
presenters

with
Mike
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